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1
Decision/action requested

This contribution proposes a new Key issue to TR 33.894
2
References
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3GPP TS 33.501, ‘Security architecture and procedures for 5G System’.

3
Rationale

This contribution proposes a key issue which describes the need to provide the evaluated trust information of a target NF to the trust service consumers to apply necessary security controls.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
5.X
Key Issue #X: New Key Issue on Usage of Evaluated Trust Information 
5.X.1
Key issue details

 The zero trust security principles (e.g., tenets 4,5,6, and 7 [4]) involves dynamic and continuous trust evaluation considering various factors such as observed behaviors, security state, environmental attributes, deviations from the usage patterns, reported attacks etc. On realization of the continuous trust evalauation of a target network function in the core network, any associated and authorized network function in the core network can make use of the evaluated trust information to apply necessary security controls such as utilization and access control for various scenarios (e.g., access control associated to service authorization, service access [5], network function selection, usage etc.,). Depending on the trust level of the evaluated target network function, based on operator local policy, such network function can be utilized (e.g., can be prioritized for the usage or deprioritized considering the type of services and their criticality). The network functions in the core network cannot consume a ‘continuous trust evaluation information’ specific to a target network function, unless 5G system has a means to support such a feature.
5.X.2
Security threats

The Network Functions in the core network do not have any means to know or access the trust evaluation information associated to its service consumers or service producers. If a NF continuously behaves maliciously or if it is attacked continuously, the service consumers and producers associated to the impacted NF may not know about the trust level of the impacted NF leading to service failure or laternal movement of the attack.
5.X.3
Potential security requirements

The 5GS shall support mechanisms to provide the evaluated trust information about a target network function to the related consumers in the core network.

*****End of Change 1*****
